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| work in the ICT industry for over 25 years. I'm a result-driven
Information Security Consultant and Solution Architect with
extensive experience in design, development and implementation
of enterprise applications, infrastructure and security solutions to
achieve organizational business objectives.

Vulnerability assessment, host hardening, computer forensic and
security advisor of ICT infrastructure to industrial, financial
companies, government agencies and the armed forces; Senior
Architect for the Internet of Things (loT) products, solutions and
services.
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The first 7 hours of the course will
provide some background about
embedded systems and basic concepts
about Arduino-Genuino and Atmel
Attiny.

18th December 2015

7 hours will be devoted to the basic
concept related to PIC microcontroller
prototyping.

Course information”

Embedded systems are increasingly being joined
together into an "Internet of things" or sensor

asth January 2016
22nd Janvary 2016

34 hours will be devoted to the basic networks to enable several applications such as
smart homes, manufacturing, energy distribution
and transportation.

concept related to ARM prototyping.

2gth January 2016 This course provides students with a knowledge
and understanding of widely used boards and
7 hours will provide the main concepts platforms for prototyping the Internet of Things.
characterizing the Microsoft Vision of

the loT. The course is composed of 35 hours of lectures plus
a final project. 6 CFU will be given to all students
that attend the course and successfully complete

th February 2016
> 1 the project and final test.

Full day working on an industrial case
study.

“For students of M.Sc. Degree Course of Computer Science



Prototyping the Internet Of Things — Docente : Francesco Arruzzoli

OUR COURSE GOAL

Universita di Camerino

(S
¥ | STARTING FROM CONCEPT TO REALIZATION

OUR KEYWORDS
T MAKING

? SHORTCUT

Bop'h T

U °0 .3 a3 ]'l ¢
0 1o 1013 y %4
“g ].43'0;.:‘. 1 3t 3 100 Ly
GrhE0 1 Wk 1)
o 3 ot 3" 1%
0 oDvb‘l}nl'iL ’
ey 3 ]
0" o 3,
L)




Prototyping the Internet Of Things — Docente : Francesco Arruzzoli

Universita di Camerino

1336




Prototyping the Internet Of Things — Docente : Francesco Arruzzoli

Universita di Camerino

1336 DOWNLOADS COURSE

Prototyping the Internet Of Things

P M AT tbe bata
% dévicen=Ers.
 techndlo

datal

ecunty
o e sensors
) e

Lo
&« M2M network

Prototyping the Internet Of Things

ARDUINO 1.6.4 ATTINY LIBRARY
SLIDE CORSO

27th NOVEMBER 2015




Prototyping the Internet Of Things — Docente : Francesco Arruzzoli

Universita di Camerino

1336

7
2 s = ¢ 3 (5 ( ))
O s B . - z — y (R Health o Wircless_
=2, 22 OZ performan: ‘-: L3 (A Tracker s
el 8 Binether "8 225 Internet 603 18 51 difforemt o BAHd 3 ks Sociiigs,
RSl §=iEC S7 £ temper rature i ¥ **2 Y 7 a eV}ceST er
o~ E !'l\\ll'lﬂl ng D v-ccss"“‘"}’h”cn::fd" Tech
L S ‘Wearable:
exa le g 5 h:;dl\l\ !llr'}"L L platforms Wi wif
% [:L naraware 1 o L Medi Medxa Te |W1reless Wcarablc to e ion
o {3 : £ watch
NC e :: O._ c \\ntch
e o Smart o
Sl Modem fi Inn vation o lnlcrncl ne (Ilm:kk
Heant "Stiatty Caficta,—Pypurt, Lot s%ﬁ;’:m
Whltc taterne PhoneFuturistic . o 0 Band _Cemera Trackor
Monitor Gla;slslgs Interfac alt e _Tec Sharing
S Clo ¢ Band Rate, Internetiif, =

Jrealih

Rate Futur nitor Wrist y i Heart Gadgets Gogsies

Aubomation Devioe: chh wt« “ GlassesSuit e
Fiine e m Otionea >
Smart Bu S rlva A Smt Fv.ltunslixtc(:00“d S ar tRa't? l st Sha log Bus?e:;?ea“m:
Smaﬂ; C|bg ensor Dewoeﬂ Maker c ppcﬂnmpmd Suit'Goggtes Band Communication * fucrer Pt ology Socialfuture ¥\
6Y o Program Screen Rate Technology Camera media
lhu.lnclﬂmﬂ" Social

Router
Spaskr Sy S creen
Connéct Device™ i

Automation Produch
raanBig Daba "“Im COMEAL, T e

re==="=-|Olj Daba Security
ermosbab

Connectied Home Wearables



Prototyping the Internet Of Things — Docente : Francesco Arruzzoli

Universita di Camerino

1336

Home /daily-life devices
Business and

Public infrastructure
Health-care
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People Connecting to Things
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Things Connecting to Things
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The Internet of Things

Decoupling Producers & Consumers of M2M Device Data

' Security & Surveillance

U
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Wireless Sensor Networks (WSN)
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- The networks typically run Low Power Devices
- Consist of one or more sensors, could be different type of sensors (or actuators)
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e How are the networks changing?

 Extensions
 More nodes, more connections, IPv6, 6LowPan,...
« Any TIME, Any PLACE + Any THING

« M2M, loT
 Billions of interconnected devices,
» Everybody connected.

« EXxpansions
* Broadband

« Enhancements
* Smart networks
« Data-centric and content-oriented networking
« Context-aware (autonomous) systems
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Any TIME connection

» On the move
* Qutdoors and indoors
* Night + On the move
*Daytime * Qutdoors
* Indoors (away from the PC)

* At the PC
>4 Any PLACE connection

* Between PCs
* Human to Human (H2H), not usinga PC

* Human to Thing (H2T), using generic equipment
* Thing to Thing (T2T)

Source: ITU adapted from Nomura Research Institute



Prototyping the Internet Of Things — Docente : Francesco Arruzzoli

“Thing” connected to the internet
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B During 2008, the number of ./
connected to the Internet exceeded the
- number of [ on earth.

By 2020 there
will be

Sources: Cisco IBSG, Jim Cicconi, AT&T , Steve Leibson, Computer History Museum, CNN,
University of Michigan, Fraunhofer

Image Courtesy: : CISCO
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Market growth

* “According to a study conducted by Frost & Sullivan in 2011, the global RFID
market of S3 billion to $4 billion (in 2009) will grow by twelve percent per year
through 2016 and reach a volume of approximately $6.5 billion to almost S9
billion.”

» 80 percent of all households in the European Union are expected to have
intelligent power meters by 2020.

* A building’s energy management can then be monitored and administered
remotely via a smartphone or a PC. Market experts predict that this global
market, which represented $5.3 billion in 2010.

* |In February 2012 the Chinese government therefore decided to set up a fund of
approximately $775 million to support this field in the next five years. It will
grow to $11 billion by 2015.

* This sector is expected to grow to $116 billion by 2015, according to a
report published by the Xinhua News Agency in late 2010.

Source: Siemens, http://www.siemens.com/innovation/apps/pof_microsite/_pof-fall-2012/_html_en/facts-and-forecasts-growth-market-of-the-future.html
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Internet of Things (loT)

* Extending the current Internet and providing
connection, communication, and inter-networking
between devices and physical objects, or "Things,"
is a growing trend that is often referred to as the
Internet of Things.

* “The technologies and solutions that enable
integration of real world data and services into the
current information networking technologies are
often described under the umbrella term of the
Internet of Things (loT)”
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Opportunities
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Intelligent Systems for a More Connected World

INTELLIGE

Intelligent Systems are devices that transform how

(o we travel, shop, make things and more.
Connected Devices
P S
per Person " _..-Connected ... #2
By 2020 each person will [ g e Shares data through i 3 Data Breach
a own an average of Managed ioternat and the cloud Secured Medical data B
7 connected devices'. 4 R % ot
= WL o Can be remotely monitored, Protects data against " disclosure is the v %
" - _ o~ updated and power controlled malware, theft and tampering o~ i S second most breached
e e e | ) . source of data?. By~
COMMUNICATIONS " R p—o— A

fmsine,

8 71% Vi

4 of Shoppers -
are Multi-Channel...
Z 'y based on respondents
3 planning their 2011
=Y holiday shopping®.

30%
Annual
Growth Rate
Projected increase
X in connected
machine-to-machine

23.6M

R g ) Connected devices over the next
e iy e e i gt e Cars 5 years®.
RETAL R e, SRRt~ == —th
INDUSTRIAL

_-87 )
a1 o6 23.6 million cars will have Internet
ol access by 2016, rising from 8.7
T million in 2010°.

VEHICLES (intel)'

Intelligent
Systems

Source: http://blog.trentonsystems.com/internet-of-things-crosses-business-personal-boundaries/
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W Technology trend
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TECHNOLOGY ROADMAP: THE INTERNET OF THINGS

Software agents and
advanced sensor
Technology Reach . L fusion
Miniaturization, power-
efficient electronics, and
available spectrum

Teleoperation and
telepresence: Ability to
monitor and control
distant objects

Ability of devices located Physical-World
indoors to receive Web
geolocation signals Locating people and
everyday objects - L
to diffusion into 2nd _ '
wave of applications | Surveillance, security,
healthcare, transport,
food safety, document
Demand for expedited
logistics P management Vertical-Market Applications
RFID tags for
facilitating routing,
inventorying, and loss
prevention Supply-Chain Helpers

2000 2010 2020 Time

Source: SRI Consulting Business Intelligence 19
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B Sart product sales
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Smart Product Sales by Market in 2016  $ billion

1,000
Smart security
B Smart transportation
B Smart education 800
B Smart healthcare
B Smart industrie automation 600
I Smart energy (grid)
B Smart buildings 400
B Smart homes
200
0
| Source: MarketsandMarkets Analysis, 2012 20M 2012 2013 2014 2015 2016

20

Source: Siemens, http://www.siemens.com/innovation/apps/pof_microsite/_pof-fall-2012/_html_en/facts-and-forecasts-growth-market-of-the-future.html
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Internet Connected devices
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Growth in Internet-Connected

Devices by 2020

B World population (in billions)
W Internet-connected devices in (billions)
Internet-connected devices per person
25
6,3 7.2
Wos
2003 2015

Source: Siemens, http://www.siemens.com/innovation/apps/pof_microsite/_pof-fall-2012/_html_en/facts-and-forecasts-growth-market-of-the-future.html
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Global Data Generation

- Everyday around 20 quintillion (10718) bytes of data

are produced.
(Source: http://www-01.ibm.com/software/data/bigdata/).

- This data includes textual content (unstructured,
semi-structured, structured) to multimedia content
(images, video and audio), on a variety of platforms
(enterprise, social media, and sensors).


http://www-01.ibm.com/software/data/bigdata/
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Data Generation

1336

Global Data Generation Extrabytes (quintillion bytes) per month

W Other mobile devices

B Machine-to-machine M2M

B Home gateways

B Non-smartphones &
B Tablet PCs

B Laptop and netbooks

B Smartphones

L}
| Source: Cisco VNI Mobile, 2012 2011 2012 2013 2014 2015 2016
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1336 Innovation fostered by interoperability

* Interoperability is a crucial building block
* increasing variety of applications
* enabling emergence of niche-markets (long-tail)
e articulating standard technical interfaces and P2P
 allowing conve %ence of distinct systems in the open
ecosystem of lo
* Interoperability reduces access barriers

* to digital content
* to a great variety of innovative services of any kind

* Interoperability enhances user autonomy

* increases creativity and freedom of stakeholders and
actors in the field

e widen the range of choice for consumer
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Sensor devices are becoming widely available

- Programmable devices
- Off-the-shelf gadgets/tools

Universita di Camerino
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The technical side
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 Competing technical solutions

 The main technological needs

performance
durability
data management
bottlenecks

* The standardization and interoperability = a key
dimension
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The business perspective

~ What performance?

~ Who should invest and why?

~ New Business Models

~ The supply side
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Diffusion uncertainties |
privacy, the mostly mentionned risk

~ Multifaceted risk

— Traditional + emerging
— Personal + industrial
— Technical + process questions

~ Efficiciency vs. Privacy
~ Multiple identities, regulation

~ A market for security and Privacy Enhancing
Technologies

M2M risks and liability

Ethical concerns
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http://dillsnapcogitation.files.wordpress.com/2008/03/rfid.jpg
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SR ).
o

usability viewpoint
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—

va SZMT TO \:PLAMVT THIS
RFID TAG IN You.
& THAT VIOLATES
I.‘ .

MY RIGHTS!

WE WANT TO IMPLANT
THIS RFID TAG IN You
AND IT'S ALS0 A CELLPHONE,
DIGITAL CAMERA, AND

\
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s How to Define the lot?

* Formally : a network of networks which enables to identify digital
entities and physical objects

. g * whether they are inanimate (including plants) or animate (animals and
human beings) — directly and without ambiguity, via standardized
electronic identification systems and wireless mobile devices, and thus
make it possible to retrieve, store, transfer and process data relating to
them, without discontinuity between the physical and virtual worlds”

(Benghozi, Bureau, Massit-Folléa, 2008)

* Conceptually : new identities for objects

« “Things having identities and virtual personalities operating in smart spaces using
intelligent interfaces to connect and communicate within social, environmental,
and user contexts” (working group Eposs)

e Technically : an extension of the Internet

. naming system and reveals a convergence of digital identifiers in the sense that it
is possible to identify digital information (URL website addresses for instance)
and physical elements (like a pallet in a warehouse, or a sheep in a herd) in a
standardized way

*  From the user point: a new space for innovative services




Prototyping the Internet Of Things — Docente : Francesco Arruzzoli

loT hardware

Any Internet-connected computer with an interface
to the real world (sensors, actuators)

Small => can be embedded into things

Small computer = microcontroller (or board), e.g.
Arduino, Netduino Plus, BeagleBone, ...

Note: connecting your board to the Internet via a
desktop PC and USB is also fine, just a bit overkill
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Meet Arduino Board

* “Strong Friend” Created in lvrea, Italy
* in 2005 by Massimo Banzi & David Cuartielles

Universita di Camerino

1336

* Open Source Hardware
« AIMEL Processor

* Coding is accessible & transferrable = (C++, Processing, java)

oRen source
ardware
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Meet Arduino Uno
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' Pin D13 LED .
TURxLEDs | N\ Oigtsl VO pine
USB to serial IC. ™\ - -
MADE
e, 3 ’6}’.1'.»1': §aR33%” 3
Mann L. o/ %o e "' ororvaL (pwe-) E B

O NE OO UNO)

Reset
‘ USB jack - o) . s ARDUINO g In-circuit senal
| . oS ) " e & fpmmng
Resettablo.r H“’M""‘OOL‘E- Anmnas » |
crystal TRE.. = ANttt deAptciot et o
‘ 5 volit 2 O O 4 C s IS TR R e
| low dropout 8
i regulator -
DC Y s 238353 <ccc<E
| power jack -
low Gropout Power pins Analog /O pins

regulator
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One Step Beyond
Arduino MO Pro

Microcontrollore - ATSAMD21G18, 48pin LQFP
Tensione di funzionamento - 3.3V

Pin Digitali 1/O - 14, con 12 PWM e UART

Pin di ingresso analogico - 6, canali ADC 12 bit
Pin di output analogico - 1, DAC 10 bit
Corrente DC per Pin 1/O - 7 mA

Memoria Flash - 256 KB

SRAM - 32 KB

EEPROM - fino a 16KB

Frequenza di clock - 48 MHz
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two Step Beyond
Genuino (utside usy)/ Arduino 101 (usaoniy)

Microcontroller Intel Curie

Operating Voltage 3.3V (5V tolerant I/0) =

Input V0|tage l ‘!mmm
- : uoRn i

(recommended) 7-12v LD E g S v L'.':

3

-

wane
B

=)

Input Voltage (limit) 6-20V

s
-
[
s
E=
(e
3
-
] |

Digital I/O Pins 14 (of which 4 provide PWM output) S

-y
- mnnm

PWM Digital I/O Pins 4

k3
1: AL ~

Analog Input Pins 6

DC Current per I/O Pin 4 mA

Flash Memory 196 kB Arduino 101 & Genuino 101 are the ideal
SRAM 24 kB successor of the UNO, updated with the latest
technologies. It recognises gestures, and features a

Clock Speed 32MHz . .
six-axis accelerometer and gyroscope.
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WS Serial Communication
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AN
10010100110 ...
v
e SR Information passes between the computer
MG o B and Arduino through the USB cable.
.............. e Information is transmitted as zeros ('0') and

ones ('1')... also known as bits!
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Arduino software

Select your port Select microcontroller type

Universita di Camerino
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(= (o
%) sketch_oct02a | Arduino 0017 SJOE3| [t octoza | Avduino 0017 =JOJEd|
File Edit Sketch Tools Help File Edit Sketch Tools Help
' Auto Format Ctri+T | L Auto Format Ctrl+T |
Archive Sketch Archive Sketch
Fix Encoding & Reload Fix Encoding & Reload
Board » { Board ) & Arduino Duemilanove or Nano wj ATmega32s
Setial Port )v comt | Serial Port » Arduino Diecimila, Duemilanove, or Nano wf ATmegal6a
| COM4 | Arduino Mega
Burn Bootloader e Burn Bootloader 4 ; e
| Arduino Mini
Arduino BT

LilyPad Arduino wf ATmega328

LilyPad Arduino wf ATmegal6d

Arduino Pro or Pro Mini (3.3Y, 8 MHz) w/ ATmega328
Arduino Pro or Pro Mini (3.3Y, 8 MHz) w/ ATmegal6d
Arduino NG or older w/ ATmegal6sd

Arduino NG or older wf ATmegasd
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Arduino “Language’

* Language Is standard C/C++ (but made easy)

* Lots of useful functions
pinMode() — set a pin as input or output
digitalWrite() — set a digital pin high/low
digitalRead() — read a digital pin’s state
analogRead() — read an analog pin
analogWrite() — write an “analog” PWM value
delay() — wait an amount of time (ms)
millis() — get the current time

« And many others.
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Arduino software

Universita di Camerino
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r@ Blink | Arduino 0017 @@

File Edit Sketch Tools Help

Blink UPLOAD BUTTON

Turns on an LED on for one s nd, then off for one s

The circuit:

* LED connected from digital pin 13 to ground.

* Note: On most Arduino boards, there is already an LED on the board
connected to pin 13, so you don't need any tra components for this exam
Created 1 June I N I I A I ; I A
By Dawvid Cuarti

http: //arduino.cc/en/Tutorial /BElink

based on an orginal by H. Barragan for the Wiring i/o board
int ledPin = 13; // LED connected to digital pin 13

/ The setup() method runs once, when the sketch starts




Prototyping the Internet Of Things — Docente : Francesco Arruzzoli

Serial Communication "=

* Compiling turns your program into
binary data (ones and zeros)
* Uploading sends the bits through
USB cable to the Arduino
* The two LEDs near the USB
connector blink when data is
transmitted
 RX blinks when the Arduino is
receiving data
 TX blinks when the Arduino is
transmitting data




Prototyping the Internet Of Things — Docente : Francesco Arruzzoli

(‘K')

i Jl

Universita di Camerino

Digital Input and Output

Arduing NG

Wl Arduing.ce

Analog Input

Image from Theory and Practice of Tangible User Interfaces at UC Berkley
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s | ct’s get to coding...

1336

*Project #1 — Blink
*“Hello World” of Physical Computing

. Psuedo-code — how should this work?

Turn LED : Turn LED : Rinse &
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The LED

+ ‘ ]
Anode Cathode +

LEDs have a short leg (-) and a long leg (+)

The LED (Light Emitting Diode)
is a simple, digital actuator

and it matters how they are oriented in a circuit

To prevent damage, LEDs are used together with a
1KQ resistor (or anything from 300Q to 2KQ)
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Wiring a LED with Arduino
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Prototype
Limited
Edition

wuuw.ardulino.cc
7 S POWER ANALOG IN_
™5V Gnd Vin @12 3 405




[] arduino - 0009 Alpha

File Edit Sketch Tools Help

oG 5

0id setup () {
pinMode 13, OUTPUT) :

H
void loop () {
digitalWrite (13, HIGH):;
delay(2000) ;
digitalWrite (13, LOW);
delasy(500) ;

+

Arduino-Digital Output-LED

=10l x|
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void setup(){
pinMode(13, OUTPUT);
}

void loop(){
digitalWrite(13, HIGH);
delay(1000);
digitalWrite(13, LOW);
delay(1000);

}

46
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[ @ sketch mar09a | Arduino 0022 ESYEEN
File Edit Sketch (Tools| Help
Auto Format Ctrl+T
Archive Sketch
Fix Enceding & Reload
Serial Monitor Ctrl+Shift+M i
Board H @  Arduine Uno
Serial Port r Arduino Duemilanove or Nano w/ ATmega323
P R Arduine Diecimila, Duemilanove, or Mano w/ ATmegal68

Arduine Mega 2560

Arduine Mega (ATmegal280)

Arduine Mini

Arduino Fio

Arduine BT w/ ATmega328

Arduino BT w/ ATmegal6s

LilyPad Arduine w/ ATmega328

LilyPad Arduino w/ ATmegalbd

Arduine Pro er Pro Mini (5V, 16 MHz) w/ ATmega328
Arduino Pre or Pro Mini (5Y, 16 MHz) w/ ATmegalGs
Arduino Pro or Pro Mini (3.3, 8 MHz) w/ ATmega328
Arduine Pro or Pro Mini (3.3Y, 8 MHz) w/ ATmegal68
Arduino NG or older w/ ATmegal 68

Arduine NG or older wf ATmegal
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Arduino-Checking the Right Port
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sketch_mar09a | Arduino 0022 = | ] kS
File Edit Sketch |Tools| Help

Auto Format Ctrl+T
Archive Sketch
Fix Encoding & Reload

Serial Monitor Ctrl+Shift+M i
Board 3
Serial Port 3 COM3

v COM4

Burn Bootloader
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perresy Arduino-Compiling and Uploading Code

[2] Arduino - 0003 Alpha 1ol x| [£}] Arduino - 0009 Alpha N [=] 3]
[4/]arduino - 0009 Alpha =10l =] [2]Arduino - 0009 Alpha =10l x| Fie Edit Sketch Tools Help File Edit Sketch Tooks Help
File Edit 3Sketch Tools Help File Edit 3Sketch Tools Help

woid setup ()] wolid setup() {
woid setup () woid setup () pinMode (13, OUTPUT): pinMode (13, OUTPUT);
//Code that runs once pinMode (13, OUTPUT) } +
i i woid loop () woid loop () {
woid loop (] { woid loop (] { digitalWrite(l3, HIGH): digitalWrice (13, HIGH):
/#Code that runs repeatedly digitalWrite(l3, HIGH): delay(l000) ; delay(1000) ;

digitalWrice (13, LOW):
delay(1000) 2
*

) delay(l000) digitalWrite (13, LOW):
digitalWrite(l3, LOW): delaw(1000) ;2
| delay(l000) 2 1

i

Uploading to KO Board...

1104 bytes

oA )

1. Write the code

2.  Compile the code

3. Check Arduino Port Connection
4.  Upload the Code

5

. The Arduino and Connected Circuits start to show behavior based on the uploaded code
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Photoresistor (LDR)

® 0
A photoresistor or LDR (light

dependent resistor) is a resistor
whose resistance depends on
light intensity

An LDR can be used as a simple, analog sensor

The orientation of an LDR does not matter
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i1
il Wiring an LDR with Arduino
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Note: this setup is a
voltage-divider, as
the 5V total voltage
is divided between
LDR and resistor to
keep OV < A0 < 2.5V

Photoresistor (LDR)
10K Q resistor

5V

GND

D Fritsing.org A0
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Analog input with Arduino

int sensorPin = AO; // e.g. LDR

void setup () {
Serial.begin(9600); // setup log

void loop () {
int sensorValue = analogRead(sensorPin); Open the Arduino

Serial.printIn(sensorValue); // log value IDE serial monitor
} to see log output

Note: use e.g. Excel to visualize values over time
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ATtiny85

* Low Power AVR® 8-Bit Microcontroller
* Small package (8-pin)
* Inexpensive (less than a dollar)

e Arduino sketch compatible (mostly)
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ATtiny 85 Pinout (simplified)

Reset [ |

(Analog Input 3) Pin 3 [
(Analog Input 2) Pin 4 [
(<) GND L

W N -

N

0 O N @

L) L L

VCC (4)

Pin 2 (Analog Input 1, SCK)
Pin 1 (PWM, MISO)

Pin 0 (PWM, AREF, MOSI)
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Comparison to ATmega328

oli

Feature |ATmega328 |ATtiny85 ATtiny84
Flash 32KB S8KB S8KB
SRAM 2048B 512B 512B
EEPROM |1024B 512B 512B

Pkg pins |28 8 14

Cost* $1.608 $0.72 $0.768
I/O pins |20 (or 23) |5 (or 6) 11 (or 12)
Analog |6 3 (or4) 8

* DIP package in gty 100 from Digikey
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AVR Programming Methods

* Bootloader
* Arduino programming w/ IDE via USB

* High voltage serial program (HVSP)
* The way to reprogram RESET fuse

* HVPP, JTAG, PDI, TPI, ...

* ISP (In System Programming)
* The topic of this talk
* Uses SPI pins (SCLK, MISO, MOSI)
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AVR Programming Methods (cont.)

* In System Programming (ISP)
 Sparkfun has a programmer for $48
* Works with AVR Studio

e Connects to ICSP header
* In Circuit Serial Programming

MISO: 1! & |2 Moo
SCHK:3 o o |4 :MOSI
RESET: 51 o o |& 'Ground
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AVR Programming Methods (cont.)

* We want to program bare chips, so we don’t have
an ICSP header

e ArduinolSP

* Arduino board acts as the programmer
* ArduinolSP sketch
* Wire up connections to bare chip

* Sparkfun Tiny ISP Programmer (520)
e ATtiny84 handles USB
e 8 pin socket for ATtiny85

* Chipper, Little Wire, and others
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Menu Arduino : File > Impostazioni >> in Additional Board Manager Urls aggiungere il seguente indirizzo:

https://raw.githubusercontent.com/damellis/attiny/ide-1.6.x-boards-manager/package_damellis_attiny_index.json

g =
Impostazioni... ﬁ

Percorso della cartella degli sketch:

Lingua dell'editor: :Default di sistema - (richiede il riavvio di Arduina)
Dimensioni font delleditor: |12

Mostra un output dettagliato durante: [~ compilazione [~ carica

Compiler warnings: :None -

[ visualizza i numeri di linea

["] Enable Code Folding

Verifica il codice dopo il caricamento

[7] Usa un editor esterno

Controlla aggiornamenti all'avvio

Aggiorna automaticamente l'estensione degli sketch durante il salvataggio (pde -> .ino)

Salva durante veri icamer e
Additional Boards Manager URLs: | githubusercontent. com/damellis/attiny fide-1.6.x-boards-manager jpackage_damellis_attiny_index. json

Altre impostazioni possono essere modiatediretemerte nel # IEruEr‘a_cﬁTna—Se_Elrated list of ur|5|
Ci\Usersy \AppData‘\Roaming\Arduino 15preferences. bt

(modificabile solo quando Arduino non & in esecuzione)



http://silicondrops.altervista.org/blog/wp-content/uploads/2015/07/BoardsManager0.png
http://silicondrops.altervista.org/blog/wp-content/uploads/2015/07/BoardsManager0.png
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2. Strumenti > scheda > Boards Manager...

sketch_aug02a | Ardui
File Modifica Sketch Ajuto
Formattazione autornatica Ctrl+T

Archivia sketch...

sketeh_aug02a Correggi codifica e ricarica

veld setup() | Monitor seriale Ctrl+Maiusc+M
// put your set

Scheda: "Arduinc Uno” [ Boards Manager...
! Porta ! Schede Arduino AVR
void loop() { Programmatore: "AVR I5P" ' Arduine Yin
ff put your mai ©  Arduino Uno

Scrivi il bootloader
Arduino Duemilanove or Diecimila

Arduine Nano

Arduino Mega or Mega 2560

3. Scorrete fino alla casella Attiny selezionatela e cliccate installa
(@ Boures e T A Ol =)

Type |All w | | Filter your seardh,

Intel i686 Boards by Intel
Boards included in this package:
Edison.

More info

AMEL-Tech Boards by AMEL Technology |
Boards included in this package:

SmartEverything Fox.

Online help

Maore info ‘_

attiny by David A. Mellis version 1.0.1 INSTALLED
Boards included in this package:

ATtiny45, ATtiny8S, ATtiny44, ATtiny84.

Mere infe



http://silicondrops.altervista.org/blog/wp-content/uploads/2015/07/BoardsManager1.png
http://silicondrops.altervista.org/blog/wp-content/uploads/2015/07/BoardsManager1.png
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4. restart Arduino IDE

5. In Strumenti > Scheda you should see ATtiny

28 sketch_aug02a | Arduino 1.6.5
File Modifica Sketch |Strumenti | Aiuto

Formattazione automatica Ctrl+T

Archivia sketch...

sketch_augDza Correggi codifica e ricarica

veild setup() | Meonitor seriale Ctrl+Maiusc+M
// put your setg
Scheda: "Arduino Une" ) Boards Manager...
! Porta ! Schede Arduino AVR
void loop() | Programmatere: "AVR ISP" L Arduino ¥tin
/f put your maj ® | Arduinc Uno

Scrivi il bootloader
Arduino Duemilanove or Diecimila

Arduine Nano

Arduine Meaga or Meaa 2560

Arduino Robot Control
Arduino Robot Motor
Arduine Gemma

ATtiny Microcontrollers


http://silicondrops.altervista.org/blog/wp-content/uploads/2015/07/Attiny.png
http://silicondrops.altervista.org/blog/wp-content/uploads/2015/07/Attiny.png
http://silicondrops.altervista.org/blog/wp-content/uploads/2015/07/Attiny.png
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1336 Arduino UNO as ATTINY PROGRAMMER

* On menu “Strumenti” select Board “Arduino UNO” (Select Programmer : «AVR ISP)
» Load sketch “ArduinolSP” from menu “File”, “Esempi”, “ArduinolSP”.
» Upload Sketch on Arduino UNO.

Now Your Arduino UNO is a ATTINY PROGRAMMER.

Disconnect Arduino and connect ATTINY with Arduino :

ATTINY85---ARDUINO

PIN1------PIN10 erey sine

PIN4------GND

PIN5---——--PIN11 T e e PR R R v v iviviviroe
PING----—-PIN12 3000004802004 104 /222222222222
PIN7------PIN13

PIN8-------5V CSSIIIUiUvoin o iiiiioiiiiis
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